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Shout-out to the team! 



 

Embedded hardware CTF 

 

• Usual types of challenges 

• Side Channel Analysis 

• Fault Injection 

• Other PCB-related 

challenges 

RHme2 you say? 
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FridgeJIT VM 



Challenge setup 

VM  

fetch-decode-

execute loop 

VM  

data/state 

VM  

code 

AVR 

RAM 

AVR program 

memory 

Password 

compare 

logic 



FridgeJIT console  disassembly* 

Appeared after pressing ^C enough times… 

or when loading bytecode to Weird Machine 

*Some unsupported opcodes! 



• A few check routines, 4 bytes at a time 

• Simple arithmetic for each of them, for example: 

rol(input,17)^0x3d6782a5 == 0x5dd53c4f 

• Flag easily recovered from these expressions 

After a bit of reversing… 
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This time you had to read it out  

from memory! 



Flawed opcode handlers 

Obvious lack of bound checks! 



gpr[8] 

flags 

Exploitation? 

VM data 

VM 

bytecode 

data 

datalen 

code 

codelen 

Plan: modify data to get arbitrary read/write  

using LOAD/STORE instructions 



Payload to dump all SRAM 

SRAM dump reveals flag 





Memory dump not enough,  

need code execution! 



• Standard ROP 

1. Find a stack pivot 

2. Replace opcode handler function pointer 

3. Trigger 

 

• ROP a-la AVR: 

1. Write ROP chain to memory 

2. Write address to SP (0x5D:0x5E) 

 

Arbitrary write to code exec? 



Unexpected flaw (HydraBus, Balda) 

Stack pointer underflow in CALL if SP=0 



gpr[8] 

flags 

1. Underflow allows modifying code 

and codelen 

2. Debugger allows loading new 

code into code 

 

Arbitrary write = code execution 

Exploitation? 

VM data 

VM bytecode 

data 

datalen 

code 

codelen 







Authenticated code 

Bytecode MAC (16B) 

OMAC K1, K2 Equal? 

Boot Fail 

Glitch  

here! 



1. Load example authenticated code 

2. Cause fault during execution (voltage glitch) 

o VM enters debugger! 

3. Load final code through debugger 

Alternative approach (Gijs) 



1. Tinker with provided binary blob 

o Modify final padding bytes 

o Bit-flip different parts 

o … 

2. Find out tail not authenticated  run VM code! 

Alternative approach (HydraBus) 



But… how is that possible? 

These are bits! 

And these were bytes! 







Emergency Transmitter 



• Write 16 characters…. LED blinks… that’s it. 

• Rigol…  Morse Code! (decoder not included) 

• Create something to read and interpret the blinking LED 

Emergency Transmitter 

Taken from Calle Svensson @ZetaTwo 



Abusing the transmitter… 

• At some point, our input starts appearing in the output (Red) 

Several thousands attempts were omitted 

• But we are also able to corrupt the output (Yellow) 

• But not always… (Brown) 



Feature 1 

The interrupt is not disabled while processing the input 



Feature 2 

Pressing enter twice yields different outputs, 
But is deterministic 

The input buffer is used as output buffer 
We saved 16 bytes of RAM! 

The input buffer is used as output buffer 
Is the internal state of the cipher 

HydraBus mental process 



• Input buffer is reused for internal state. 

• Interruption is not disabled. 

• DFA. 

• Not really… we control the value and 

position of the fault.  

• Simplified Math. 

• Inject 00, Sk = Output. 

• Get key by reversing AES key scheduling. 

Exploit 



Timing 



Exploitation 

UART UART 



• The amount of bytes that can be injected depends on the 

processor clock speed and baud rate.  

• Challenge was clocked down for this reason. 

• However, the last bytes were difficult to obtain.  

• Brute forcing may be required 

 

Timing is everything 



• HydraBus – Common DFA on AES. Tried to attack 

AddRoundKey 

• Balda – Attack on last add round key + Brute force 

• Riscure – Failed normal DFA, attacked last round. 

• Nobody? – DFA with hardware 

Different Approaches 





SCA2 



• No fancy command line. 

• Solution with ChipWhisperer 

• Why not Riscure tools? Too easy 

 

SCA2 – Still Not Scary 

AES128? 16 Bytes 16 Bytes 



Traces Acquisition 

Taken from LiveOverflow @LiveOverflow 



Traces Acquisition 

Taken from HydraBus @HydraBus 



Analysis 

Heavy Misaligned 

Taken from HydraBus @HydraBus 



• Attack plan (CW Tutorials): 

• Align – Resync: Sum-of-Difference 

• Attack –  HW:SBox output (SCA1) 

• Fail 

• CW can only capture ~24k points 

• Sbox is out of capture 

• Can’t drop unaligned traces? 

• New plan: 

• Align around key addition – Resync: Sum-of-Difference 

• Attack – HW: AddRoundKey Output 

 

 

Analysis 



Alignment 



Alignment Result 



Attack - Key Addition 



Brute Force! 



• SCA1: The trigger is on the house, no counter measures 

• SCA2: No trigger, random delays 

• SCA3: No trigger, random delays, dummy rounds, anti-

DFA 

• SCA3: Countermeasure were added after the 

AddRoundKey… ooops 

• SCA2 and SCA3 can be solved the same way.  

Side Channel analysis 





Shout-out – Ar1s 

Aris Adamantiadis @aris_ada  



Shout-out – LiveOverflow 

Taken from LiveOverflow @LiveOverflow 



Shout-out - HydraBus 

Taken from HydraBus @HydraBus 



Shout-out - MrMacete 
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         Winners 

1 

Gijs 

Balda 

2 3 

SOS1 

4 5 



o Fewer players than boards, but high skills and motivation 

• Long-running contest gives a chance to individuals 

 

o Preparing and running the CTF was fun for the team 

 

o But earlier prep required for next year 

• You can always do more testing! 

• There are always unintended solutions  

• Delivery to some parts of the world is SLOW 

 

o Good feedback received 

• Also improvement points for the challenges ;-) 

 

Conclusions 



1. Follow @riscure for updates 

o News on RHMe3 (~ November 2017) 

o Other embedded security news 

 

2. Check out https://github.com/riscure/rhme-2016  

o Challenge binaries and code so you try them out 

o Links to write-ups in case you get stuck 

 

 

Want to know more? 

https://github.com/riscure/rhme-2016
https://github.com/riscure/rhme-2016
https://github.com/riscure/rhme-2016


We’re hiring!! Get in touch if you’re interested! 

Eloi Sanfelix Gonzalez 
eloi@riscure.com 

@esanfelix 

Andres Moreno 
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